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This book has been available only in eBook format for several years and has been embraced by thousands of
Cisco ASA professionals, from beginners to experts. This new edition, "Cisco ASA Firewall Fundamentals -
3rd Edition" is now offered to you in paperback format as well.

The new 3rd Edition has been enhanced and updated to cover the latest Cisco ASA version 9.x (and previous
versions 8.x as well). All configurations, commands and examples in the book are applicable for all ASA
5500 and 5500-X devices and will work on ASA version 9.x.

This book is loaded with raw practical concepts, step-by-step configuration tutorials, and more than 50
network diagrams to explain the scenarios. It also includes complete configuration examples and real-world
cases that you will not find anywhere else. There is no fluff or redundant information.

Topics covered in this book include the core ASA firewall features as well as the most frequently-
encountered scenarios that you will find in real world networks. The book is written by network security
expert Harris Andrea, a Cisco Certified professional with more than 18 years of ASA experience, and
focuses on simplicity and practicality instead of complex theory.

Some of the topics covered include the following:

Getting Started with Cisco ASA Firewalls (User Interface, Access Modes, Software updates, password●

recovery etc).
Basic Firewall Configuration (Basic Configuration Steps).●

Configuring Network Address Translation (NAT) for pre-8.3 and post-8.3 versions.●

Configuring DMZ Networks.●

Configuring and Using Access Control Lists (ACLs).●

Configuring VLANs and Subinterfaces.●

Configuration of Threat Detection (Basic, Advanced, and Scanning Threat Detection).●

IKEv1 and IKEv2 IPSEc VPNs (site-to-site VPN, Remote Access VPN etc).●

Anyconnect Secure Mobility Client (SSL VPN, IKEv2 VPN, Certificate Authentication etc).●

Configuring Active/Standby Stateful Failover.●

Advanced Features of Device Configuration.●

Authentication Authorization and Accounting (AAA) Configuration.●

Configuration of Identity Firewall.●

Configuring Routing Protocols on ASA (Static Routes, RIP, OSPFv2, OSPFv3, EIGRP).●

Modular Policy Framework Configuration (Class Maps, Policy Maps etc).●

Configuring Quality of Service (QoS)-Traffic Policing, Shaping, Voice Priority Queueing etc.●

Cisco ASA 5505.●

PLUS MUCH MORE●



For ASA5500-X models, the book does not cover Next Generation Firewall features such as ASA CX, Cloud
Web Security or Web Security Essentials. However, all the content included in the book will work on 5500-
X models.
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From reader reviews:

Joshua Molina:

The ability that you get from Cisco ASA Firewall Fundamentals - 3rd Edition: Step-By-Step Practical
Configuration Guide Using the CLI for ASA v8.x and v9.x is the more deep you excavating the information
that hide inside words the more you get serious about reading it. It doesn't mean that this book is hard to
know but Cisco ASA Firewall Fundamentals - 3rd Edition: Step-By-Step Practical Configuration Guide
Using the CLI for ASA v8.x and v9.x giving you thrill feeling of reading. The article writer conveys their
point in specific way that can be understood by anyone who read it because the author of this reserve is well-
known enough. This particular book also makes your personal vocabulary increase well. Therefore it is easy
to understand then can go along, both in printed or e-book style are available. We advise you for having this
specific Cisco ASA Firewall Fundamentals - 3rd Edition: Step-By-Step Practical Configuration Guide Using
the CLI for ASA v8.x and v9.x instantly.

Nicholas Valles:

Spent a free a chance to be fun activity to accomplish! A lot of people spent their sparetime with their family,
or all their friends. Usually they undertaking activity like watching television, about to beach, or picnic
inside the park. They actually doing same task every week. Do you feel it? Will you something different to
fill your own personal free time/ holiday? Can be reading a book might be option to fill your free of charge
time/ holiday. The first thing that you ask may be what kinds of guide that you should read. If you want to
test look for book, may be the publication untitled Cisco ASA Firewall Fundamentals - 3rd Edition: Step-
By-Step Practical Configuration Guide Using the CLI for ASA v8.x and v9.x can be great book to read. May
be it might be best activity to you.

Lori Gonzales:

Reading a book being new life style in this season; every people loves to go through a book. When you read
a book you can get a great deal of benefit. When you read textbooks, you can improve your knowledge, due
to the fact book has a lot of information into it. The information that you will get depend on what sorts of
book that you have read. If you wish to get information about your review, you can read education books,
but if you act like you want to entertain yourself you are able to a fiction books, this sort of us novel, comics,
and soon. The Cisco ASA Firewall Fundamentals - 3rd Edition: Step-By-Step Practical Configuration Guide
Using the CLI for ASA v8.x and v9.x will give you new experience in studying a book.

Shane Dagostino:

In this period globalization it is important to someone to get information. The information will make
professionals understand the condition of the world. The fitness of the world makes the information better to
share. You can find a lot of personal references to get information example: internet, newspapers, book, and
soon. You can see that now, a lot of publisher that will print many kinds of book. The book that



recommended to your account is Cisco ASA Firewall Fundamentals - 3rd Edition: Step-By-Step Practical
Configuration Guide Using the CLI for ASA v8.x and v9.x this reserve consist a lot of the information on the
condition of this world now. That book was represented so why is the world has grown up. The vocabulary
styles that writer use for explain it is easy to understand. The actual writer made some research when he
makes this book. Here is why this book acceptable all of you.
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